
NOTES:  This session will discuss features of DB2 Native Encryption which 

became available in DB2 in DB2 10.5 FP5. The need for data encryption and 

current threat environment will be discussed. How DB2 Native Encryption 

meets these threats and an overview of the DB2 Native Encryption architecture 

will be presented along with key implementation elements. Finally, securing 

Client and Server network transmissions will be discussed using SSL/TLS.  

When used together, these capabilities provide you with a secure database 

environment. 
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NOTES: This slide provides an overview of the operation and components 

involved in implementing DB2 Native Encryption. OS file permissions are 

used to protect the keystore along with a stashed (or not stashed) password that 

is encrypted. There is one keystore per instance. The IBM GSKit is used to 

setup the keystore and password. DB2 generates the Datbase encryption key 

(DEK) based on the password and an encryption algorithm. The DEK is what 

is used to encrypt the database. The DEK is stored in the database and 

database backup. The Master Encryption key is stored outside the database. 

This is referred to as envelope encryption in the industry. The DBM CFG 

keystore_type and keystore_location are used to specify information about the 

keystore. If the password is stashed DB2 can start without user intervention. If 

not stashed, it must be provided as an parameter on the db2start command via 

the OPEN KEYSTORE option. The DB2 Native encryption is implemented 

deep within the DB2 code in the DB2 kernel. The kernel encrypts the data that 

is written to disk, thus the lowest possible overhead is realized. For AES 

encryption, DB2 can take advantage of processor improvements. To create an 

encrypted database, specify ENCRYPT on the CREATE DATABASE 

command. The encrlib and encropts DB CFG parameters will be automatically 

set for a newly created database. To encrypt and existing database, create the 

keystore and password, and update the location and type in the DBM CFG. 

Backup the database to be encrypted. Drop the database after it is backed up. 

Restore the previously backed up database and specify ENCRYPT on the 
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RESTORE DATABASE command. The restored database will be encrypted using the 

default settings. To determine if a database is encrypted. DB2 provides stored 

procedures and table functions described later. When both the encrlib and encropts DB 

CFG parameters are set, the backup will be automatically encrypted. It is possible to 

override these settings. DB2 Native Encryption does not require any table or schema 

changes. 
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To check if an instance has been created with Native Encryption, check the 

following DBM CFG 

Parameters: Keystore type                           (KEYSTORE_TYPE) = NONE

Keystore location                   (KEYSTORE_LOCATION) =
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NOTES:
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NOTES: A new master key is automatically added when you create an 

encrypted database without specifying the MASTER KEY LABEL option on 

the CREATE DATABASE command. The database uses this master key by 

default, but you can optionally add a different master key.

Encrypted master keys are stored in a PKCS#12-compliant keystore, which is a 

storage object for encryption keys that exists at the operating system level. In 

partitioned database environments or DB2 pureScale® environments, the 

keystore location must be accessible to all members. 
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Notes:  Encrypting Data “in-place” is not supported, backup a database and 

restore backup into a new database with encryption enabled. To verify that the 

Global Security kit is installed, type PATH from a Windows command line. On 

UNIX or Linux the library needs to be included in the appropriate 

environmental

Variable, “ Include $INSTHOME/sqllib/lib64/gskit in the 

LD_LIBRARY_PATH, LIBPATH, or SHLIB_PATH environment variable.”
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NOTES: If you try and create an encrypted database without first creating a 

keystore, the following error will be

Returned: C:\Program Files\IBM\gsk8\bin>db2 create db gts1 encrypt

SQL1728N  The command or operation failed because the keystore could not 

be

accessed. Reason code "1".
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NOTES: This slide provides an overview of the operation and components 

involved in implementing DB2 Native Encryption.
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NOTES: The keystore is required with one keystore per DB2 instance. Using 

the IBM Global Security kit, create the keystore by running the 

gsk8capicmd_64 command with the parameters specified. 
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NOTES: C:\Program Files\IBM\gsk8\bin>db2 update dbm cfg using 

keystore_type pkcs12 keys

tore_location c:\Program Files\IBM\gsk8\bin\gtskeystore.p12

SQL0104N  An unexpected token "Files\IBM\gsk8\bin\gtskeystore.p12" was 

found

following "<identifier>".  Expected tokens may include:  "AGENTPRI".

SQLSTATE=42601

C:\Program Files\IBM\gsk8\bin>db2 update dbm cfg using keystore_type

pkcs12 keys

tore_location 'c:\Program Files\IBM\gsk8\bin\gtskeystore.p12'

DB20000I  The UPDATE DATABASE MANAGER CONFIGURATION 

command completed

successfully.

Keystore type                           (KEYSTORE_TYPE) = PKCS12

Keystore location                   (KEYSTORE_LOCATION) = c:\Program 

Files\IBM\

gsk8\bin\gtskeystore.p12

C:\Program Files\IBM\gsk8\bin>db2 create db gts1 encrypt
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DB20000I  The CREATE DATABASE command completed successfully.
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NOTES:
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NOTES:  Requires EXECUTE authority for the routine. DB2 native 

encryption also allows you to rotate your database MK to comply with your 

corporate security policies. You rotate your database MK by calling the new 

ADMIN_ROTATE_MASTER_KEY procedure. The procedure decrypts your 

database DEK with the old MK and then re-encrypts it with the new MK. You 

have 2 options when calling the ADMIN_ROTATE_MASTER_KEY 

procedure. You can either provide a label for the desired new MK or use the 

default. When using the default, DB2 automatically generates a new master 

key and adds it to the keystore on your behalf. Then, it rotates the current 

database MK to this newly generated MK.  

2016-04-24-19.23.55.582000-240 I5874F579            LEVEL: Event

PID     : 9584                 TID : 3564           PROC : db2syscs.exe

INSTANCE: DB2                  NODE : 000           DB   : GTS1

APPHDL  : 0-8464               APPID: *LOCAL.DB2.160424232247

AUTHID  : PGUNNING             HOSTNAME: GTS-LT1A

EDUID   : 3564                 EDUNAME: db2agent (GTS1) 0

FUNCTION: DB2 UDB, bsu security, sqlexRotateMasterKey, probe:1052

DATA #1 : String, 36 bytes

Key Rotation successful using label:
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DATA #2 : String, 39 bytes

DB2_SYSGEN_DB2_GTS1_2016-04-24-19.23.54
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NOTES: If server 1 and server 2 do not implement the same security 

requirements, the keystore cannot be copied from server 1 to server 2. In this 

case, use a new master key for the backup image and securely send that key to 

the administrator for server 2.
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NOTES: Additionally the Java Runtime Environment (JRE) has to be 

configured. The JRE uses a Java security provider. The IBM JSSE provider is 

automatically installed with the IBM SDK for JAVA.  I’ve included the link to 

the DB2 Knowledge Center page containing the details to complete the JRE 

configuration. 

https://www.ibm.com/support/knowledgecenter/mobile/#!/SSEPGG_10.5.0/co

m.ibm.db2.luw.apdv.java.doc/src/tpc/imjcc_t0054066.html
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NOTES:  NOTES:  From DB2 V10.5 FP5 onwards, the SSLClientKeystoredb

and SSLClientKeystash keywords are not needed in the connection string, 

db2cli.ini file, FileDSN, or db2dsdriver.cfg file. If you have not set or passed 

values for the SSLClientKeystoreddb and SSLClientKeystash keywords, the 

CLI/ODBC client driver will create a default key database internally during 

the first SSL connection. The Client driver will call GSKit API's to create a 

key database populated with the default root certificates. If the application has 

passed the signer certificate of the server (*.arm file)using the 

SSLServerCertificate keyword, the client driver will add this certificate to this 

default key database and proceed for the SSL connection. In this case, the 

application needs to use the Security=SSL and 

SSLServerCertificate=<certificate file name> as in below connection string.

"Database=sampledb;Protocol=tcpip;Hostname=myhost;Servicename=50001;

Security=ssl;SSLServerCertificate=server.arm;”
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NOTES:
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Notes:
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Federal Information Processing Standard (FIPS) 140-2 Level 3 required for 

many US government contracts. 
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NOTES:  Phil Gunning is an IBM Champion for Analytics with over 20 years 

of DB2 LUW experience. Phil is the principal of Gunning Technology 

Solutions, LLC specializing in DB2 LUW Performance and Tuning, High 

Availability, SQL Tuning, Disaster Recovery, Capacity Planning, Information 

Security, DB2 Migrations and DB2 Implementation planning. Phil has 

presented at IDUG North America, IDUG EMEA, local DB2 Regional User 

groups and is a major sponsor of the Central PA DB2 Users Group. Phil is the 

author or co-author of 5 books on DB2 LUW. Phil has a BS in Computer 

Science and an MBA. Phil has consulted at Fortune 500 companies around the 

world and implemented or tuned hundreds of DB2 LUW databases. Phil has 

taught Relational Database Design, JAVA Programming, Network Essentials, 

Operating Systems, Computer Architecture and Systems Analysis and Design 

at several universities. He used DB2 LUW for the Database class as far back 

as DB2 V5 Universal Database. Phil has also served as a technical reviewer for 

many DB2 LUW books and was on the editorial board of the IDUG Solutions 

Journal. Phil is a previous IDUG CPC Co-chair and two time presentations 

team lead.  
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